International Review of Social Sciences and Humanities
Vol. 4, No. 2 (2013), pp. 43-53
www.irssh.com
ISSN 2248-9010 (Online), ISSN 2250-0715 (Print)

Comparative Analysis of Handwritten, Biometric and
Digital Signature
Tomáš Bálint
(Corresponding Author)
Department of Applied Mathematics and Business Informatics
Faculty of Economics, Technical University of Košice
Nemcovej 32, 040 01, Košice, Slovak Republic
E-mail: Tomas.Balint@tuke.sk
Jozef Bucko
Department of Applied Mathematics and Business Informatics
Faculty of Economics, Technical University of Košice
Nemcovej 32, 040 01, Košice, Slovak Republic
E-mail: Jozef.Bucko@tuke.sk
(Received: 27-8-12 / Accepted: 10-10-12)

Abstract
Information and communication technologies have influenced a whole variety of business
processes in the past few years. New emerging methods and techniques are trying to find their
place and application in enterprises. This is the case of documents’ signing, too. Handwritten
signature has been used as a traditional method for centuries. However, it seems today that it
cannot provide a satisfactory level of security and confidence anymore. Therefore, these days
new biometric and digital signature schemes are gaining on popularity. The paper provides a
comprehensive study of three approaches to the problem of documents’ signing. Traditional
handwritten, biometric data based, and digital signatures are defined, characterized, and
analyzed. Based on the technical characteristics of each signature method, corresponding
utility functions are derived. These functions are built upon the profit functions which
represent profits gained by the usage of various cryptographic and authentication methods. In
the same time basic cost analysis is performed in this paper. Finally, based on the findings and
conclusions presented in the paper, further studies in this perspective field will be subject of
our interest in the future.
Keywords: biometrics, cost analysis, digital signature, handwritten signature.

1. Introduction
Making of contracts and closure of various deals is one of the key business processes.
Important part of this process is the validation of the deal by different methods. The vast
usage of information and communication technologies (ICT) in the recent years has modified
also this field of business administration. The ICT development caused the necessity of
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transition from traditional paper exchange of documents towards the electronic one.
Traditionally, handwritten signature has been used when closing a deal. Nowadays new
progressive methods, such as biometric and digital signatures, are gaining on popularity.
These new techniques modify the way new deals are closed. Various technical, as well as
economical, problems have to be taken in consideration when using these signing methods.
The key factor in the process of transition towards fully electronic communication is the
creation of public-key infrastructure (PKI) [5] with its core element – digital signature which
represents digital identity of a subject in digital world [2]. Digital signature, according to
Directive 1999/93/EC [7], fully replaces the traditional handwritten signature. Even though
this signature is more safe than standard, the level of confidence in it is not as high as would
be expected. The main reason of this situation is the lack of users’ knowledge about the
underlying technology and the complexity of digital signature’s use. Traditional handwritten
signature is something everybody sees. On the other hand, digital signature is basically a
digital file created by the machine which is hard to verify by naked eye. Both types of
signature can represent the same person but the majority of people believe more in traditional
signature than in digital. For this reason, a third type of signature evolved – biometric
signature. This signature type is an intermediary step in the process of transition from
handwritten to digital signing of documents. It uses the advantages of both types – physical
basis of traditional signature and digital properties of digital signature [14].
It has to be taken in consideration that these technologies change already existing business
processes and the way how they are functioning. Internet and digital communications modify
fundamentally the approach of subjects to the business transactions’ realization. This change
implies in the same time the rise of new methods of criminality which leads to uncertainty and
mistrust among business partners, too [6]. Therefore, digital signature process has to comply
with security policies of every company which uses it. If these policies are missing, there
exist high risks of signature misuse which lead to the uncertainty in business relations. On the
other hand, existing management of information security does not mean automatically that the
information security has been adequately provided [16].
The main motivation to write this paper is the fact that above mentioned modern digital
methods of signatures are adopted worldwide these days. In addition, these methods can be
considered as an important element of business innovation [10; 17]. In the same time,
information security problems are not considered today only as a technological issue, but also
as an economics problem [1; 3]. Due to this fact, the last section of the paper deals with
financial aspects of modern signature methods’ use.

2. Signature
The notion of the signature is generally vaguely defined. Everybody implicitly knows what
the word "signature" means but it is very complicated to define an exact meaning of this term.
In this section we are trying to clarify basic concepts related to different types of signatures.

2.1 Handwritten Signature
Handwritten signature is the oldest and the most frequently used method for the validation of
various contracts. Its main advantage is the ease of use. Subject can sign a document with any
writing instrument available at the moment. Moreover, personal meeting and on site signing
of document is still considered by general public as the most trustworthy method of document
exchange and validation.
Historically, expression "signed, sealed, and delivered" was used [4]. It describes the fact that,
as a legal requirement, document had to be not only signed, but also provided with the seal of
signer. Furthermore, this document had to be delivered to the other subject involved in the
contract. Thus, the document was valid only if all three steps were finished. Nowadays,
simple signature is enough to validate a document. This historical change in the document
validation process is due to the increasing number of contracts signed every day.
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Handwritten signature is still very popular and prevailing technique for different types of
legal actions. The problem is that sometimes a document can be valid even if not signed or
invalid even if signed, as it is described in [15]. In the same time, this type of signature is not
sustainable in globalized and fast moving world as we can experience it today. The need for
faster and more digitized communication is stronger. Therefore new methods of signature are
developed.

2.2 Biometric Signature
Biometric signature represents the attempt to shift traditional handwritten signatures into the
digital world. Before we can define this type of signature, several concepts related to
information security and biometrics has to be clarified. [2]

2.1.1 Preliminaries
Biometric systems have their specific properties and behaviour. Key characteristics are
resumed in [11]. Authors mention following properties:
•
•
•
•
•
•

Different biometric samples of the same person will never be the same.
Biometric systems make errors - sometimes valid users are rejected and vice versa
(see below).
Biometric data are not secret.
The role of the output device is crucial, and this device must be trusted or well
secured.
The biometric system should check user's liveness - prevents the use of simple
biometric data copies.
Biometrics is good for user authentication. They cannot be used to authenticate data
or computers because these systems do not have biometric characteristics.

Another important issue which is present in the case of biometric systems is their accuracy.
Accuracy is a parameter of biometric system which defines its reliability. To express this
parameter, two measures are usually used. First is the False Acceptance Rate (FAR) which
expresses the ratio between all signatures which were accepted even when they are not valid
and all signatures. Second, False Rejection Rate (FRR), represents all valid signatures which
are not accepted. These characteristics together define the accuracy of biometric system [8].

2.1.2 Biometric Signature
In this paper we consider biometric signature as a digital data representation of handwritten
signature with its unique characteristics such as pressure applied to signature pad, speed of
signature, and graphical representation of the signature pattern itself. It has to be pointed out
that signature validity depends on the message which has been signed. Therefore, the
modification of the message content after signing process results in the invalidation of the
signature. [8; 9; 12]
Biometric signature in this form represents only electronic version of handwritten signature.
This fact implies that somebody aware of the handwritten signature pattern of a person can
successfully try to imitate it.
Two important properties of biometric signatures have to be taken in the consideration. First
of all, biometric signatures can be easily visually verified. Furthermore, it is possible to
positively testify that the signature belongs to the person who actually signed the data. On the
other hand, exact proof (based on mathematics methods) is hard to compute [11].

2.3 Digital Signature
The most discussed signature solution today is the implementation of digital signatures. This
technique of data verification is starting to gain on popularity these days. There are various
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factors to consider when thinking about deployment of digital signatures in business
environment.
Digital signature is based on public-key cryptography [5]. In this concept a pair of keys,
public and private, is used. Subject can provide confidentiality, i.e. encryption, to his data
with public key of the second subject involved in the transaction. Private key on the other
hand serves to the purposes of authentication, integrity, and non-repudiation. Digital signature
schemes are used to create electronic signature which is more legislative term. [5]
According to the EU parliament directive, which the member states of the EU should follow
in the scope of the Electronic signature law, the electronic signature is defined as “data in
electronic form which are attached to or logically associated with other electronic data and
which serve as a method of authentication.” [7]. Under the term of verification European
Union understands particularly verification of a signatory, i.e. the person who creates the data
in the electronic form (electronic signature) to the other electronic data (electronic document).
Apart from the signatory’s verification, the electronic signature allows electronic documents
verification (whether verified and signed document are identical), as well as verification of
signature creation time (i.e. that the time stated in the signature has not been modified later
on). If validity of electronic document is verified by electronic signature, which represents
data creating a base for verification of signature and document, then the signature could be
created only by the owner of the corresponding data for creation of the electronic signature
itself. The electronic signature, likewise authentic signature, is a result of some process,
resulting from a decision of the signatory, whose function is to confirm the will of this person,
or his or her identity. Unlike own-hand signature, the electronic signature is result of
technological process which is linked to the signed document. This means that the electronic
signature is changing and is different for every new-signed document.
The electronic signature is information attached to electronic document or information
logically connected with the electronic document in any other way. An advanced electronic
signature means, according to the Directive, an electronic signature which meets the
following requirements [7]:
•
•
•
•

it is uniquely linked to the signatory,
it is capable of identifying the signatory,
it is created using means that the signatory can maintain under his sole control,
it is linked to the data to which it relates in such a manner that any subsequent change
of the data is detectable.

Nowadays, the conditions and requirements on the attributes of electronic signature fulfil the
best digital signature. The electronic signature is often defined to be a digital signature, but
these terms are not the same. The digital signature is only one possibility of electronic
signature. The digital signature is a tool, which is exactly technologically defined on the basis
of the asymmetric cryptography. On the other hand, the electronic signature is much wider
term. Legislators established it, with aim to avoid limitation of law to only one method of
electronic signature. The aim was being open to the other methods, or to future cryptographic
methods, which would fulfil conditions of law concerning the electronic signature. [5]
It should be also pointed out that in the case of digital signatures the problem of verification
as presented with biometric signatures is nonexistent. Due to the construction of digital
signature via mathematically strong cryptographic algorithms, the verification is pretty easy
with appropriate mathematical methods. Therefore, we can certify with 100% certainty that
the signature is valid or invalid. The problem of FAR and FRR is not present in case of this
type of signatures. However another problem occurs here. We can prove only that the
signature belongs to the subject defined in its structure but we cannot prove that this subject
was really the person who signed data.
Another important advantage of digital signatures is in variety of their use. Handwritten and
biometric signatures can be used only for the authentication and authorization purposes. On
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the other side, digital signatures can be used not only for the subject identification, but also
for the signature of applications and their source code or servers’ identification.

3. Technical Analysis
Biometric and digital signatures are methods which are based on sophisticated cryptographic
primitives. Therefore we have to focus in the first place on basic characteristics of
cryptographic systems. Traditionally following five characteristics are taken in consideration
when evaluating any security system [12]:
•
•
•
•
•

Confidentiality (privacy) - keeping information secret from all but those who are
authorized to see it
Data Integrity - ensuring information has not been altered by unauthorized or
unknown means
Entity Authentication (identification) - corroboration of the identity of an entity
(e.g., a person, a computer terminal, a credit card, etc.)
Authorization - conveyance, to another entity, of official sanction to do or be
something
Non-repudiation - preventing the denial of previous commitments or actions

Signatures, in the first place, prove somebody's identity (authentication). In security theory
three basic types of authentication methods are usually defined [12]:
•
•
•

Something to have (STH) - usually a physical device, e.g. grid card, USB token,
smartcard
Something to know (STK) - this category includes standard passwords, Personal
Identification Numbers (PINs), and secret and private keys
Somebody to be (STB) - everybody has his/her personal physical characteristics
which are unique (biometrics), such as DNA, signature, fingerprints, retinal patterns,
voice, hand geometry, etc.

3.1 Comparison of Elementary Cryptographic Characteristics
The three types of signatures, which we are analyzing in this paper, do not satisfy identically
all cryptographic characteristics which were described in the previous section. They cannot
comply with these characteristics identically because each type of signature is based on
different mechanism. Therefore it is important to study their individual level of compliance.
Handwritten signature is the simplest one. It is pretty easy to create this type of signature. On
the other hand, it cannot provide all properties which are analyzed in this section. Obviously,
handwritten signature proves somebody's identity, hence we can conclude that it provides
authentication and non-repudiation (signer cannot deny the fact that he/she signed the
document). However, in case of handwritten signature, we cannot say that signer was
authorized to sign the document. This traditional type of signature does not include
mechanisms for document confidentiality, integrity, and authorization. It is not difficult to
forge a document, e.g. via fax (for further reference see [15]). Furthermore, we cannot forget
the fact that handwritten signature is document-independent, i.e. the change of the document
content does not cause invalidation of the signature.
Biometric signature is more sophisticated. It adds dynamic characteristics, so called signature
geometry, to the signature itself. For this reason, biometric signature is not only a simple
digital image of handwritten signature, but it is a complex set of data. Furthermore, biometric
signature is interconnected with the document itself, hence document-dependent (change in
the document causes invalidation of signature). This characteristic provides integrity.
Biometric signature, in the same time, can provide also authentication and non-repudiation,
because these properties are inherited from handwritten signature. We have to remember that
biometric signature is basically digitalized version of traditional handwritten signature. If the
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biometric data are used as a digital key they can serve also for the purposes of encryption, and
provide document confidentiality.
Digital signature, described in section 2.3, is the most abstract cryptographic primitive of all
three. The subject has to rely on sophisticated mathematical algorithms, when he wants to use
digital signature. This particular type can provide all five key cryptographic characteristics
because of the way how it is designed (for further reference see [12]). Summarized
comparison of the cryptographic characteristics for handwritten, biometric, and digital
signatures can be found in Table 1.
Table 1 Comparison of different signature cryptographic characteristics
Handwritten signature
Biometric signature
Digital signature
Confidentiality
No
Yes
Yes
Integrity
No
Yes
Yes
Authentication
Yes
Yes
Yes
Authorization
No
Yes
Yes
Non-repudiation
Yes
Yes
Yes

3.2 Comparison of Authentication Methods
The main purpose of a signature is usually the identification of the subject. In the beginning
of section 3, three types of objects, which can be used for this purpose, were described.
Handwritten and biometric signatures share common characteristics. First of all you have to
know something, i.e. the way your signature looks like, and then you have to be somebody signature has biometric characteristics as for example speed of writing. Thus, we can
conclude that in this case we deal with two-factor authentication. Furthermore, the shape of
your signature is not secret, anybody can find the way you sign documents just by finding an
old one signed by yourself.
On the other hand, digital signature is not connected with you as a human being, hence
independent from your biometric characteristics. You can use this type of signature when you
know a corresponding password or PIN code protecting the private key, i.e. you need to know
something. The security of digital signature system can be improved when the subject will use
an USB token to store this private key. In this situation, subject needs also something to have,
hence it is a case of two-factor authentication. A summary of different authentication methods
for all three signature types is presented in Table 2.
Table 2 Comparison of signature properties with different authentication methods used
Handwritten
Biometric
Digital signature
signature
signature
Something to have (STH)
No
No
Yes
Something to know (STK)
Yes
Yes
Yes
Somebody to be (STB)
Yes
Yes
No

3.3 Utility Derived From the Usage of Different Signature Methods
Every type of before mentioned signature’s types can provide to the user a certain degree of
utility. It was demonstrated in sections 3.1 and 3.2 that each of three studied types of
signature has different capacities to provide elementary cryptographic characteristics and to
be compatible with 3 authentication methods. Utility can be then expressed as a linear
combination of individual profits gained by each particular characteristic. Therefore we can
construct relation (1).
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(1)

In this relation, U represents utility derived from the usage of different signature methods
and π i are profit functions for each component. The meaning of each profit function is in
Table 3.
πc
πi
πa
π aa

Table 3 Profit functions
π nr
Profit gained by confidentiality
Profit gained by non-repudiation
π STH
Profit from STH authentication
Profit gained by integrity
method
π STK
Profit from STK authentication
Profit gained by authentication
method
π STB Profit from STB authentication
Profit gained by authorization
method

Based on these formal definitions we can design utility functions for each of three studied
types of signatures. To determine the presence of each technological characteristic we use the
results which are summarized in Table 1 and Table 2. The utility function for handwritten
signature is as follows (2):

U = f (π a , π nr , π STK , π STB )

(2)

In the case of biometric signature the only characteristic which is not supported is the
authentication by something that subject has to have (STH). The user of biometric signature
does not need any type of special device for the purposes of signature creation and validation.
For this reason, the utility function has only one profit function missing (π STH ) . We can
express the corresponding utility function which defines the utility derived from the use of
biometric signature in the following way (relation (3)).

U = f (π c , π i , π a , π aa , π nr , π STK , π STB )

(3)

The last type of signature which we are studying in this paper is digital signature. It provides,
together with biometric signature, all five cryptographic characteristics in the way they were
defined in subsection 3.1. The difference, when compared to biometric signature, is in the
support of three authentication methods. Digital signature does not support authentication
based on something that subject is (something to be (STB) authentication method). Hence, the
profits function (π STB = 0 ) in the case of digital signature. The utility function which
corresponds to this coefficients’ vector is then as follows (4):

U = f (π c , π i , π a , π aa , π nr , π STH , π STK )

(4)

Based on the utility function U we can compare financial profit gained by the usage of each
type of signature and in this way compare them. From (2) we can conclude that handwritten
signature produces the lowest utility and therefore also the lowest profit. In case of biometric
and digital signature the difference is only in one coefficient - π STH is missing in case of
biometric signature. In the same time, the last coefficient π STB is not present in digital
signatures. The relative profitability between these two options is therefore defined only by
the relation between these two profit functions. If π STH > π STB , the usage of digital signatures
is more profitable than the usage of biometric signature, and vice versa. More detailed
evaluation of these utility functions needs further empirical studies which will provide
estimates of each respective profit function. The utility derived from the usage of each
analyzed signature type is illustrated in Figure 1.
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Figure 1: Comparison of utility derived from each signature type

4. Cost Analysis
In the previous sections we have studied technical properties of all three signature types. We
have to realize that these properties can be obtained at certain costs. Tradeoffs between
desired technical parameters and their implementation can be sometimes important. For this
reason, we analyze costs of solutions based on handwritten, biometric, and digital signatures.
Cost analysis in this section is divided in two domains: acquisition costs and operational
costs. In the following analysis we assume that subject who signs a document has at least
basic literacy skills, i.e. he/she can read and write.

4.1 Acquisition Costs
Acquisition costs can represent an important decision criterion when company thinks about
adopting or refusing an investment. Therefore, a careful feasibility study has to be carried out
before the project is accepted. In case of handwritten signature these costs are virtually nonexistent because there are no prerequisites for the adoption of this signature type.
The situation is completely different in case of biometric and digital signature. For the
adoption of biometric signature two types of investments need to be performed before the use.
A company has to buy an appropriate hardware, i.e. some sort of tablet or signing pad which
will be used to enter the signature itself. Second necessary component in this case is some sort
of recognition software. This software can be sometimes a little bit expensive, especially
when a high performance is expected from the biometric system.
Digital signatures' systems have approximately same prerequisites as biometrics. The user
needs some specific hardware to store securely his/her signature's data. For these purposes an
USB token or smartcard can be used. Furthermore, corresponding software needs to be
installed. These tools provide signing functions to the end user. In case of digital signature,
the person who signs has to have also his personal digital certificate which contains private
key. This type of key is necessary for the operation of document signing. The comprehensive
overview of these prerequisites is in Table 4
Table 4 Acquisition costs of different signature types
Handwritten signature
Biometric signature
Digital signature
No acquisition costs
Hardware for signatures Digital certificate with Public
(tablet, signing pad, …)
& Private Key
Recognition software
Secure storage device (USB
token, Smartcard, …)
Software for digital signature
processing
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4.2 Operational Costs
After initial investment was made, question of operational costs arises. An investment usually
implies not only acquisition costs but it is necessary also to invest in it during the whole
duration of project. This applies the implementation of different signature schemes as well.
For example, in case of handwritten signature, two subjects signing a document need to meet
together for this purpose. This fact can be interpreted as costs for signature realization, i.e.
transport costs.
The situation is much more complicated when biometric signature is used. All parties still
need to meet each other when signing a document, as in the case of handwritten signature.
Furthermore, because biometric signature system is a digital one, it has a software part which
has to be updated on regular basis. Special attention has to be devoted to the updates of
software database which contains digital patterns used for the purposes of signature
comparison. This database needs to be kept up to date in order to permit authorized subjects
to sign documents. This can be a particularly difficult task in large systems.
In case of digital signatures the situation is slightly different. There is no need to meet
together because the documents can be signed with private keys and then sent to the business
partner over Internet. However, a new problem arises in this case. Usually certification
authorities issue digital certificates, which are needed for the purposes of subject
identification and as a proof of private key's possession, with an exactly defined validity
period. After this time, the certificate and private key which is connected with it are not valid
anymore. For this reason, a subject needs to obtain a new digital certificate (or renew the old
one). Therefore this property of digital certificates can generate significantly important
operational costs, especially in large organizations where hundreds or even thousands of
certificates have to be renewed. We cannot forget also the costs of regular software updates.
These costs have also the capacity to change significantly the results of cost-benefit analysis
for the implementation of digital signatures' system. The overview of operational costs
invoked by the three signature schemes is in Table 5.
Table 5 Operational costs of different signature types
Handwritten signature

Biometric signature

Digital signature

Need to meet each other

Need to meet each other
Software updates scheduled
Biometric signatures’ database on regular basis
need to be updated on regular Digital certificates renewal
basis

4.3 Total Costs
The total costs for each signature type consist of initial acquisition costs and regular
operational costs. In the case of handwritten signature this sum of costs corresponds directly
to the operational costs because acquisition costs are zero.
Biometric and digital signature types involve acquisition as well as operational costs as was
shown in the previous subsections. Total costs are then the sum of both partial cost functions.

5. Conclusions
The paper presented three different approaches to the problem of documents' signing.
Traditional handwritten signature is still the most popular one all over the world. On the other
hand, new emerging digital methods of signing, such as biometric or digital signatures, are
gaining on popularity. The biggest advantage of these technologies is the use of strong
cryptographic primitives which assure better verification of signatures, hence better proof of
document validity and authenticity.
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However, there exist still barriers which prevent adoption of these progressive methods of
signing. The biggest identified problem is the complexity of technologies used in case of
biometric and digital signatures. People in general do not understand well technologies; they
simply want that the systems work as smoothly and easily as possible. In case of biometric
signatures, the problem of biometric data’s storage cannot be neglected. People do not like to
give their personal data to third parties.
In the same time all these signature types can provide some elementary cryptographic and
authentication services for the signer. The paper presented a formal definition of utility
functions which can appropriately express an individual level of utility gained from the use of
each respective type of signature scheme. The biggest utility can be obtained when biometric
and digital signatures are used. The task of choosing between them is reduced to the
comparison of profits from two authentication methods: something to have (digital signature)
versus somebody to be (biometric signature).
The last, but not the least, problem is the cost of hardware and software equipment needed for
their functionality. Costs can be divided in two domains: acquisition and operational costs.
The paper presented the composition of both cost types for each signature mechanism.
The theoretical background and proposed framework for the assessment of modern signature
systems represent a solid starting point for the further research which will provide, based on
the empirical evidence, further insights in the process of biometric and digital signature
adoption in the business environment.
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